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Information Communication Technology (ICT) services 
have become increasingly important in today’s business 
environment with most private and government 
agencies without sufficient resources and expertise 
outsourcing their ICT projects to vendors. However, this 
strategy could invite potentially damaging information 
security risks (ISRs). Subsequently, a dedicated 
framework for information security risk management 
for ICT outsourcing activities needs to be in place 
to address and manage its related risk factors. The 
research focuses on managing Information Security 
Risks (ISRs) in ICT outsourcing projects in a Malaysian 
environment. The mixed research method, combining 
the quantitative and qualitative was employed to achieve 
the research objectives. 110 respondents participated 
in a survey while focus groups from eight organizations 
were interviewed. From the quantitative study, the 
critical information security risks in ICT outsourcing 
project were identified and ranked. Furthermore, through 
an exploratory factor analysis, two additional critical 
Information Security Risk (ISR) factors were discovered, 
being information security management defects and the 
challenges of managing unexpected change of service 
providers. Results show that organizations practiced 
Information Security Risk- Identification; Information 
Security Risk-Analysis; Information Security Risk- 
Treatment Plan; Information Security Risk-Treatment 
Plan Implementation; Information Security Risk-
Monitoring; and Information Security Risk-Control. 
However, there was divergence in the key activities 
practiced due to several factors. The findings were then 
used as a basis for the framework development. The 
framework proposed step-by-step processes, activities 
and guidelines to be taken in managing Information 
Security Risk (ISR). The case study results discovered 
organizations had excluded some of the processes 
and activities due to financial, resources and time 
constraints. However, the framework confirmatory done 
through expert-judgement proves that the framework 
had thoroughly assessed information security risk 
management from an outsourcing perspective and is 
applicable to ICT projects implemented in Malaysia. 
Fundamentally, the development of the framework 
will enable organizations to identify ISR factors and to 
urgently address them so that the full benefits of ICT 
outsourcing may be reaped.
modal haplotypes. Nevertheless, the distances among 
the Y-STR data are typically found similar or very similar 
to each other. They are characterized by the higher 
degree of similarity of objects in intra-classes and also 
inter-classes. In some cases, they are quite distant and 
sparseness. This uniqueness of Y-STR data has become 
problematic in partitioning the data using the existing 
partitional clustering algorithms. The main problem was 
essentially caused by the mode mechanism (problem 
P2) which was unable to handle the characteristics of 
Y-STR data, thus producing poor clustering results. 
The problem has become worst when the initial 
centroid selection which is also known as problem P0 
failed to obtain good centroids. These conditions have 
led the existing partitional algorithms to local minima 
and empty clusters problems. As a result, a new idea 
of problem P2 using the objects (medoid) themselves 
was introduced. The idea was incorporated into a new 
algorithm called, k-Approximate Modal Haplotypes 
(k-AMH) algorithm. Six Y-STR data sets were used 
as a benchmark to evaluate the performances of the 
algorithm against the other eight partitional clustering 
algorithms. Out of six data sets, the k-AMH algorithm 
obtained the highest mean accuracy scores for the five 
data sets and one data set was at equal performance. 
For the overall performances which were based on the 
six data sets, the k-AMH algorithm recorded the highest 
mean accuracy scores of 0.93 as compared to the other 
algorithms: the k-Population (0.91), the k-Modes-RVF 
(0.81), the New Fuzzy k-Modes (0.80), k-Modes (0.76), 
k-Modes-HI (0.76), k-Modes-HII (0.75), Fuzzy k-Modes 
(0.74) and k-Modes-UAVM (0.70). A One-Way ANOVA 
test also indicated that the clustering accuracy scores of 
k-AMH algorithm was significantly different as compared 
to the other eight partitional algorithms. In addition, the 
algorithm was also efficient in terms of time complexity 
which was recorded as O (km(n-k) and considered as 
linear. Thus, the k-AMH algorithm has been bounded with 
good characteristics of a desired algorithm – scalability.
